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import java.util .Date; 
import java-util .Vector; 303 

public class Person { 

private Vector v « new Vector (} ; 304 

public Person ( String n, Date d) // constructor 

{ 

v . addElement <n) ; I 

v > addEleraent (d) j | 
} J 
public void changeWame (String newName) 

String s « (String) v . element At < 0> ; 307 
& « newName; 

v ♦ setBlementAt (S? , 0 ) ; 309 

} 

} 
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import java-util .Date- 
import java - ut il - Vector; 

public class p { 311 

private Vector v * new Vectort) ; 

public P (String n, Date d) // constructor 

{ 

v • addElement in) ; 
v * addElement (d> s 

} 

public void c( String n> 313 
{ 

String o m (String) v.elementAt (0) j 

s a n; 315 

v , setElententAt (e , 0 ) ; 

} 

} 
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public claas V 403 

private V vj^^n^w ^05 

public P(S^ri7 SLd) // constructor 

{ v.a(n) r . ^ 407 

} — 411 

public void c<3 a) 

S s = <S)v.b"(0); 
s = n; 

> 
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j ava • util ♦ Date 0 
j ava . ufci 1 • Vecto s V 
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Person p = new Person ("John Doe", new Date()); 
p • changeName ( "John Hancock" ) ; 



Class c = p.getClass {) / 505 
Method [ ] m = c • getMethods ( > ; 507 
Stringf] a -{"John Hancock"}/ 509 

la [ 1 ] . invoke (p , a ) ; / / same as p . changeHame { " John 
Hancock") 511 



501 



503 



Fig. 5 

5/16 



WO 2004/023313 



0 3 SSBP.2W5 



PCT/US2003/027693 



Obfuscated 
byte code 803 



to 

o 

CO 
01 

1 
a? 



encryption 
key 610 



609 



601 



Obfuscated 
system symbolic* 
name 621 

Linking 
623 *~ 



616 



decryption 
key614 ^nametable 




Class loader 619 



621 



enc. or dec, key 613 



Obfuscated 
Byte code 603 



enciypted 
rename table 
615 



byte code package 611 



encryption 
key 609 



encrypted 
rename table 

6' 



623 



Encrypt ef 329 



Encr. rename table 
615 



Encr. class names 
and linkings 631 



Class loader 626 



625 



Fig . 9 



6/16 



pciT/PT" o 3 MAR 2005 

WO 2004/023313 



PCT/US20Q 



Executable code 
703 



ZQ1 



Watermarked 
executable code 
713 



Z15 



Key 709 



Watermark 
value 707 



Watermarker 
705 



Key 709 



Watermark 
Reader 
717 



Value from 
Watermark 
723 



Key 709 



J/#jeJ707 



Watermarked 
executable code 
713 



Code package 711 



Watermark 
value 707' 



i 



Comparator 721 



Authentic? 725 



Executable code 
703' 



Fia. 7 



7/16 



WO 2004/023313 PCT/US2003/027693 



803(a) 



803(b) 



803(c) 



private void add ( ) 



0 
1 
2 
3 
4 
7 
8 
9 

10 
11 
14 
15 
17 
20 

23 
24 
27 
28 
30 
31 



34: 
35: 

38 
40 
41 

44: 

47: 

50: 



%1 1 

100 
#7 

j ava . lang . System . out 
Ljava/io/PrintStream; 



(48) 



icons t_0 
istore_2 
icons t_l 
istore_l 

goto #14 
iload_2 
iload_l 
iadd 

istore_2 
iinc 
iload_l 
bipush 
if_icmple 
getstatic 

nop 

new 
dup 

ldc "1 + 2 + . . . + 100 = n (3) 

nop 

invokespecial j ava . lang . StringBuf fer . <init> 
(Ljava/lang/String; )V (38) 

iload_2 

invokevirtual j ava . lang . S tringBuf f er . append 

(I) Lj ava/lang/StringBuf f er ; (40 ) 
ldc "• (1) 

nop 

invokevirtual j ava . lang . StringBuf fer . append 

(Ljava/lang/String; )Ljava/lang/StringBuf fer ; (41) 
invokevirtual j ava . lang . StringBuf fer . toS tring 

() Ljava/lang/String; (52) 
invokevirtual java . io . PrintStream.println 

(Ljava/lang/String; )V (49) 

return 
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12 putfield #250 <Field java.util. Vector nextSites> 

15 aload_0 

16 ldc #48 <String "Failed: "> 

18 putfield #210 <Field java. lang. String failures> 

21 aload__0 

22 aload_l 

23 putfield #291 <Field DWASuitCase suitcase> 

26 aload_0 

27 aload_l 

28 icons t_4 

29 invokevirtual #217 <Method java. lang. Object get{int)> 
32 checkcast #119 <Class DWAPolicy> 

35 putfield #255 <Field DWAPolicy policy> 

38 aload_0 

39 aload_l 

40 iconst_5 

41 invokevirtual #217 <Method java. lang. Object get(int)> 
44 checkcast #124 <Class DWASitelnfo 

47 putfield #286 <Field DWASitelnfo sitelnfo 
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